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Our Purpose pal‘agon
Ope ratl Onal ReS| I |ence Our purpose is to support the ambitions of the

people and businesses of the UK by delivering

= specialist financial services.
Officer

Your Purpose

You will report to the Head of Operational Resilience and be
responsible for supporting the development and ongoing
operation of the Operational Resilience framework,
measurement and first line oversight of operational resilience
across the Group

Your Purpose & Performance Profile



Our Strategy

Our strategy is driven by our purpose and helps us achieve our vision to become the UK'’s leading, technology-enabled specialist bank and an organisation of which our
employees are proud. We focus on five strategic priorities to help us deliver our strategy. These are supported by three strategic pillars and eight values that underpin

our culture and the way we do

business.

Our strategy is to focus on specialist customers, delivering long-term sustainable growth and shareholder returns through a low risk and robust model.

Our Strategic Priorities

Growth

Bt
Growing our lending in specialist Ct. Management of capital is a critical

segments of the market where

customers are underserved
the large, high street banks.

Strategic

pillars

by

Capital management Sustainability
N\
: Reducing the impact our

lever as we invest to grow our R operations have on the
business and people. environment and ensuring we

have a positive effect on our

stakeholders and communities

Digitalisation

Diversification

Continually developing our range
of savings and specialist lending
products in both existing and new
markets, organically and through
acquisition.

A customer-focused culture

Expert knowledge and experience, supported by
proprietary insight, data and analytics to deliver deep

understanding and good outcomes for all our customers.

@ Implementing sophisticated, 9
digitally enabled, cloud-based 8
platforms which enable us to Q}

deliver outstanding customer
service, become more efficient,
support decision making and
address new markets.

A dedicated team Strong financial foundations

An experienced, skilled and engaged Prudentially strong, with a low-risk approach
workforce, and a unique culture to lending, reducing volatility of earnings and
underpinned by eight values. enhancing sustainability of dividends.
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Who you’ll be working with

Head of Operational Resilience

Several SME's across the Group e.g. Cyber, BC, IT Information
risk, DPO

Business service owners

Business service areas

Support service owners

Support service areas

L&D

COo0

Data, Technology, People, Supplier and Property directors
and heads of

Other colleagues within the industry e.g. UK Finance, small
banks and building societies analyst forum, industry events
Change Management

Project teams

Second line - Ops Risk, Conduct, DPO, IT Assurance

Third line - internal audit

The skills you’ll bring

Dynamic approach to application of Ops Resilience rules and
guidance

Ability to engage with colleagues across business

Influence colleagues with engagement of ops resilience
Excellent time management and organisation skills

Ability to multitask and prioritise tasks

Sound understanding of Regulations applicable to our
business

Ability to work independently within a defined remit,
managing schedule and multiple objectives with limited
oversight

Excellent report writing/ written communication skills
Excellent communication skills, able to deal with internal and
external stakeholders at all levels

Excellent problem-solving skills

Ability to apply applicable data and Ml to overall operational
resilience status and report to ORC

Ability to assist stakeholders in identifying vulnerabilities
through engagement and questioning

Encouraging open communication with stakeholders and
remain informed of key events and developments

Ability to dissect information to identify key actions and
vulnerabilities

What you'll do day to day

= Support ongoing development of the Operational
Resilience Framework to be robust and fit for purpose
acting as our first line of defence

« Support with ongoing development of effective controls
for the ongoing management of the Framework

» Work with the Head of Operational Resilience to form
and build the ongoing relationships with internal and
external stakeholders

« Assist with monthly resilience reporting and the ongoing
development of reporting, supporting stakeholders in
identifying variances in their data to identify actions to
strengthen controls and mitigate

« Assist with formulating guidelines, policy and standards
documents and support the Head of Operational
Resilience to ensure adherence across the Group

= Support resilience awareness and education across the
Group as the framework and approach develops

Ongoing review of risk events to understand impact on
overall resilience and important business services

Assist with ongoing operational resilience activities e.g.
scenario testing
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What does success look like for you?

|
CJUSTOMER

Customer impact of risks in resilience, all impact tolerances
are in place to reduce delays and impact on customers within
the important business services.

Consideration to customer in day to day tasks and
interactions with business areas and SMEs, with every
decision made considering the impact it may have on
customers.

Understanding what is important to our customers during
disruption and communicating that to other stakeholders, to
maintain the service and reduce any disruption to customers.
Identification of important business services which could
have the biggest impact or detriment to customers and any
large purchases they are due to make.

Assisting setting of relevant impact tolerance statements to
prevent intolerable harm to customers during disruption and
monitoring them to ensure they are adhered to.

Identifying customer's needs at different stages and
considering any who are vulnerable or transient vulnerable
with more urgent needs.

R!SK

Identifying and communicating of risks to the resilience of the
Bank, by identifying possible incidents that could cause a risk
to customers where possible before they occur, Scenario
testing is a good way to identify these by putting in place to
test the ability of important business services to react and
respond to severe but plausible scenarios that could affect
and have an impact to their area.

Assist operational risk teams in risk event response and
reviews to limit the impact, we are doing this by regularly
meeting emphasising the requirements and to react to these
incidents to ensure they do not get to the stage where they
are having detriment to customers or the overall business.
Identifying any critical processes/data/suppliers etc and
assisting the stakeholders in prioritising those resources
Mapping identifies vulnerabilities and risks for important
business services which can be focused on and workarounds
put in place and alternative options to provide the required
service.

THN
PEOPLE

Continuous engagement with SMES, business areas and
stakeholders to highlight impact and importance of
operational resilience and the nuances across the group
Education through new starters and annually for all
employees so colleagues understand the relevance and
importance of operational resilience and all its components,
which gives them the basic knowledge and ensures they are
considering operational resilience within their roles.
Understanding people risks and the impact they could have
on resilience, which emphasises the requirement to provide
continuous education within their roles so it is always under
consideration when making decisions within their remit.
Understanding how key people in business areas can impact
resilience and ensuring that the decisions they make will
adhere to these requirements.

Identification of actions and targets to reduce the key people
impact especially across important business services, this is
something we highlight within scenario testing with key
person reliance to ensure there are enough skills within the
team without their expertise.
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THINK ImNK
COlMERCIAL SJUSTAINABILITY

You’ll make a real impact by:

Reducing resilience risk by exercising and raising awareness
within Paragon ensuring important business services and the
wider population understand how they fit in and can have an
impact on the company.

Reducing likelihood of intolerable harm being caused which
in turn might help to reduce reputation impact, this has been
emphasised within other companies where processes have
gone wrong and they haven't been able to provide full
services to their customers due to lack of workarounds in
their processes.

Setting a safety and soundness impact tolerance ensures that
important business services are reinstated within a set period
of time which may be done by workarounds and assistance
from external sources.

Business owners and SME owners making sound decisions
based on improving or sustaining resilience, these are often
required to be ran by operational resilience to ensure that
they are satisfied any changes to processes won't have any
detriment on the resilience of the company.

Improving sustainability by choosing processes and suppliers
that will also sustain or improve operational resilience. It is
important when conducting reviews with third parties that
they are aligned with Paragon's sustainability process.

Influence on colleagues of the importance of resilience
Influence of decision making

Informing colleagues of progress

Continuous improvement of resilience approach
Bringing colleagues on the journey

Keeping in contact with IBS owners to understand their
risks

Escalating and reporting findings from reviews

Helping teams to prepare for disruption by identifying their
key resources and rehearsing responses

Keeping committees and Board informed of changes and
risks in ops reislience framework

Identyfying vulnerabilities

Challenge linked workstreams
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Our values

Our culture is built upon a commitment to do the
right things for customers, our colleagues, our wider
stakeholders, and the world around us. Eight values
underpin our culture and the way we do our business.

Doing the right things means making clear and ethical
decisions, understanding the implications of our
actions, being accountable for them and making a
commitment to speak up and put things right where
we see something that is wrong.

Our code of conduct

@

To work together to
ensure fair outcomes
for all our customers

G-
\©
Commitment
To drive the
business forward
with determination

and to do so with
effort and enthusiasm

Professionalism

To maintain the highest
standards and deliver our
products and services
with care and accuracy

L)

Creativity

To identify and
create new business
opportunities and apply
creative and effective
solutions to problems

iyt
(e}
Integrity
To be honest and open
in everything we do

Teamwork

To work in harmony and
collectively towards the
delivery of our overall
objective

Our Code of Conduct is designed to help you navigate through the vast array of decisions that you will need to make to deliver effectively on our purpose.
You can view a copy of our Code of Conduct here. As a regulated firm we are also subject to the below conduct rules:

1 2

You must
act with due
skill, care and
diligence

You must act
with integrity

3

You must be open
and co-operative
with the FCA,
PRA and other
regulators

4

You must pay
dueregard to
the interests of
customers and
treat them fairly

5

You must
observe proper
standards of
market conduct

®

Humour

To ensure we have fun
while achieving
success!

3

Respect

To treat people as
individuals and listen
to their views

6

You must act
to deliver good
outcomes
for retail
customers
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https://theparagongroup.sharepoint.com/:b:/r/sites/TheHub/Shared%20Documents/Code%20of%20conduct.pdf?csf=1&web=1&e=ym4sry

Our Leadership Commitment

We all deserve to have a great manager. Our managers commit to delivering inclusive, inspiring, and impactful leadership. For us, this looks like:

B-0 O 0(
Své, ) &

D

7

T
A-©
Empathy

Adaptability

Having the skills and
willingness to adapt
at pace to changing
circumstances and
environments. Being
comfortable with
ambiguity, maintaining

Having and applying
emotional intelligence
to understand and
engage with others
more effectively. Using
both self-awareness
and the understanding

Creative Thinking

Having the skill to
incorporate creative
and innovative practices
into tasks, activities and
interactions, bringing
new perspectives into
the workplace.

Coaching

How we support
others to explore and
unlock their potential
using coaching tools

and techniques and
building a trusting
coaching relationship.

Teamwork

The coming together of
a diverse group of people
to deliver acommon
objective. Working well
together, but open to
new ideas and challenge.
Creating a safe,

Think! Customer

How we build and
maintain trusted
relationships with
internal and external
customers based ona
deep understanding of
customers’ needs. It's

Decision Making

How we make
effective decisions
on a day-to-day basis,
taking ownership
of decisions and
demonstrating sound
judgement.

about communicating
clearly and working in
partnership.

inclusive environment
to experiment, make
mistakes and improve.

personal resilience
and learning from
experience.

of others to react
positively to different
situations.

If you are a manager of people you will help your people to be their best by:

Career and learning

Reward and Recognition

Sharing our purpose Checking in

Performance enhancement

°  agreeing objectives ° managing as a coach *  providinginthe °  managing as a coach .
°  reviewing them «  providing and seeking moment appreciation *  enabling an employee
regularly feedback (Mo) led approach .
*  enabling continual ° agreeing and setting *  celebrating ° agreeing development
improvement outputs achievements plans
°  supporting employee *  rewarding fairly °  supporting aspirations
well being

Frequent and meaningful conversations

providing timely and
honest feedback
plan for success by
agreeing a clear plan
of action with goals
and required support
identified and
reviewed regularly
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	Job Title: Operational Resilience Officer
	Your Purpose: You will report to the Head of Operational Resilience and be responsible for supporting the development and ongoing operation of the Operational Resilience framework, measurement and first line oversight of operational resilience across the Group
	Who you'll be working with: Head of Operational Resilience
Several SME's across the Group e.g. Cyber, BC, IT Information risk, DPO
Business service owners 
Business service areas 
Support service owners 
Support service areas 
L&D
COO 
Data, Technology, People, Supplier and Property directors and heads of 
Other colleagues within the industry e.g. UK Finance, small banks  and building societies analyst forum, industry events
Change Management 
Project teams 
Second line - Ops Risk, Conduct, DPO, IT Assurance
Third line - internal audit 

	The skills you'll bring: Dynamic approach to application of Ops Resilience rules and guidance 
Ability to engage with colleagues across business 
Influence colleagues with engagement of ops resilience 
Excellent time management and organisation skills
Ability to multitask and prioritise tasks 
Sound understanding of Regulations applicable to our business
Ability to work independently within a defined remit, managing schedule and multiple objectives with limited oversight
Excellent report writing/ written communication skills
Excellent communication skills, able to deal with internal and external stakeholders at all levels
Excellent problem-solving skills
Ability to apply applicable data and MI to overall operational resilience status and report to ORC
Ability to assist stakeholders in identifying vulnerabilities through engagement and questioning 
Encouraging open communication with stakeholders and remain informed of key events and developments 
Ability to dissect information to identify key actions and vulnerabilities
	What you will do day to day: • Support ongoing development of the Operational Resilience Framework to be robust and fit for purpose acting as our first line of defence
• Support with ongoing development of effective controls for the ongoing management of the Framework
• Work with the Head of Operational Resilience to form and build the ongoing relationships with internal and external stakeholders
• Assist with monthly resilience reporting and the ongoing development of reporting, supporting stakeholders in identifying variances in their data to identify actions to strengthen controls and mitigate
• Assist with formulating guidelines, policy and standards documents and support the Head of Operational Resilience to ensure adherence across the Group
• Support resilience awareness and education across the Group as the framework and approach develops
Ongoing review of risk events to understand impact on overall resilience and important business services 
Assist with ongoing operational resilience activities e.g. scenario testing 

	Customer: Customer impact of risks in resilience, all impact tolerances are in place to reduce delays and impact on customers within the important business services.
Consideration to customer in day to day tasks and interactions with business areas and SMEs, with every decision made considering the impact it may have on customers.
Understanding what is important to our customers during disruption and communicating that to other stakeholders, to maintain the service and reduce any disruption to customers.
Identification of important business services which could have the biggest impact or detriment to customers and any large purchases they are due to make.
Assisting setting of relevant impact tolerance statements to prevent intolerable harm to customers during disruption and monitoring them to ensure they are adhered to.
Identifying customer's needs at different stages and considering any who are vulnerable or transient vulnerable with more urgent needs.
	People: Continuous engagement with SMEs, business areas and stakeholders to highlight impact and importance of operational resilience and the nuances across the group 
Education through new starters and annually for all employees so colleagues understand the relevance and importance of operational resilience and all its components, which gives them the basic knowledge and ensures they are considering operational resilience within their roles.
Understanding people risks and the impact they could have on resilience, which emphasises the requirement to provide continuous education within their roles so it is always under consideration when making decisions within their remit. 
Understanding how key people in business areas can impact resilience and ensuring that the decisions they make will adhere to these requirements.
Identification of actions and targets to reduce the key people impact especially across important business services, this is something we highlight within scenario testing with key person reliance to ensure there are enough skills within the team without their expertise.
	Risk: Identifying and communicating of risks to the resilience of the Bank, by identifying possible incidents that could cause a risk to customers where possible before they occur, Scenario testing is a good way to identify these by putting in place to test the ability of important business services to react and respond to severe but plausible scenarios that could affect and have an impact to their area.
Assist operational risk teams in risk event response and reviews to limit the impact, we are doing this by regularly meeting emphasising the requirements and to react to these incidents to ensure they do not get to the stage where they are having detriment to customers or the overall business.
Identifying any critical processes/data/suppliers etc and assisting the stakeholders in prioritising those resources
Mapping identifies vulnerabilities and risks for important business services which can be focused on and workarounds put in place and alternative options to provide the required service.
	You will make a real impact by: Influence on colleagues of the importance of resilience 
Influence of decision making 
Informing colleagues of progress 
Continuous improvement of resilience approach 
Bringing colleagues on the journey 
Keeping in contact with IBS owners to understand their risks 
Escalating and reporting findings from reviews
Helping teams to prepare for disruption by identifying their key resources and rehearsing responses 
Keeping committees and Board informed of changes and risks in ops reislience framework 
Identyfying vulnerabilities 
Challenge linked workstreams 
	Sustainability: Improving sustainability by choosing processes and suppliers that will also sustain or improve operational resilience. It is important when conducting reviews with third parties that they are aligned with Paragon's sustainability process.
	Commercial: Reducing resilience risk by exercising and raising awareness within Paragon ensuring important business services and the wider population understand how they fit in and can have an impact on the company.
Reducing likelihood of intolerable harm being caused which in turn might help to reduce reputation impact, this has been emphasised within other companies where processes have gone wrong and they haven't been able to provide full services to their customers due to lack of workarounds in their processes.
Setting a safety and soundness impact tolerance ensures that important business services are reinstated within a set period of time which may be done by workarounds and assistance from external sources.
Business owners and SME owners making sound decisions based on improving or sustaining resilience, these are often required to be ran by operational resilience to ensure that they are satisfied any changes to processes won't have any detriment on the resilience of the company.


