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Our Purpose pal‘agon
PRINCIPAL IT INTERNAL Our purpose is to support the ambitions of the

people and businesses of the UK by delivering

AUDITOR specialist financial services.

Your Purpose

Support Internal Audit's overall purpose to provide effective
assurance to the Board which aligns to Paragon’s purpose and
meets regulatory and industry standards

Your Purpose & Performance Profile


https://www.youtube.com/watch?v=95QyNu21KNI&ab_channel=ParagonBankingGroup

Our Strategy

Our strategy is driven by our purpose and helps us achieve our vision to become the UK'’s leading, technology-enabled specialist bank and an organisation of which our
employees are proud. We focus on five strategic priorities to help us deliver our strategy. These are supported by three strategic pillars and eight values that underpin

our culture and the way we do

business.

Our strategy is to focus on specialist customers, delivering long-term sustainable growth and shareholder returns through a low risk and robust model.

Our Strategic Priorities

Growth

Bt
Growing our lending in specialist Ct. Management of capital is a critical

segments of the market where

customers are underserved
the large, high street banks.

Strategic

pillars

by

Capital management Sustainability
N\
: Reducing the impact our

lever as we invest to grow our R operations have on the
business and people. environment and ensuring we

have a positive effect on our

stakeholders and communities

Digitalisation

Diversification

Continually developing our range
of savings and specialist lending
products in both existing and new
markets, organically and through
acquisition.

A customer-focused culture

Expert knowledge and experience, supported by
proprietary insight, data and analytics to deliver deep

understanding and good outcomes for all our customers.

@ Implementing sophisticated, 9
digitally enabled, cloud-based 8
platforms which enable us to Q}

deliver outstanding customer
service, become more efficient,
support decision making and
address new markets.

A dedicated team Strong financial foundations

An experienced, skilled and engaged Prudentially strong, with a low-risk approach
workforce, and a unique culture to lending, reducing volatility of earnings and
underpinned by eight values. enhancing sustainability of dividends.
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Who you’ll be working with

You will be working with your Manager and other team
members to deliver Internal Audit Reviews as part of the
Internal Audit Plan.

You will liaise with colleagues within the wider business both
on individual Audit Reviews and as part of wider stakeholder
engagement, with focus on specific business areas.

The skills you’ll bring

You will be a fully qualified IT Auditor or hold an IT
professional qualification with > 3yrs PQE; with a minimum
of 5yrs relevant IT Assurance Experience. You can execute a
broad range of technical or complex IT and Change audits
independently.

You will require a limited level of management support; i.e.
you will conduct audits autonomously with light touch
management; your Manager will review only testing /
findings / reporting, which do not require much change.
You will have the ability to analyse and evaluate data and to
identify and assess risks and controls in a constructive and
effective manner. You will have the ability to communicate
effectively and confidently both in writing and verbally at all
levels, challenging management, exercising diplomacy when
appropriate. You will be able to demonstrate a pro-active,
self-motivated and professional approach with a
commitment to learn new, and develop existing skills, and
competencies. You will be able to demonstrate the ability to
share knowledge and experience.

You will display a good knowledge and understanding of IT
landscapes, systems, environments that may be
supplemented through awareness of ISO, ITIL, NIST, COBIT,
ITGCs and Change methodologies.

What you'll do day to day

Assist the IA Management team to identify and prioritise
significant risk areas in the Group’s activities as part of the
preparation for the annual Internal Audit Plan.

Responsible for delivery of own audits within agreed
timescales and to required quality standards.

Complete audit reviews in accordance with the
requirements set out within the Internal Audit Manual,
producing a high quality audit file and reported output.

Communicate clearly and on a timely basis to relevant
stakeholders at each stage of the audit process; ensure
issues arising are discussed and validated and
recommendations are agreed which address the risk and
issue on a proportionate basis.

Undertake as requested any hoc reviews / projects,
including system / procedural changes.
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What does success look like for you?

HINK
CJUSTOMER

You are seen as a ‘critical friend’, adding value through robust
but fair challenge and delivery of high quality outputs.

You will build and maintain relationships with key business
stakeholders to create an open and collaborative
environment, where risks and issues are proactively
identified and swiftly remediated.

You will ensure the fair treatment of customers is at the heart
of everything we do both personally and as a Group.

You are seen by your business stakeholders as someone who
is pragmatic, listens and works in an agile way to balance the
needs of IA and the wider business.

R!SK

You will conduct audits using a risk based approach and in
accordance with the Internal Audit Manual.

You will maintain an awareness of Paragon's business,
emerging issues and regulatory / statutory requirements
relevant to Internal Audit and the wider business.

You will discuss the findings from your reviews in a balanced
manner, identifying solutions which address the issue and risk
and promote Paragon's risk culture.

PEOPL

THSYI

me

You will monitor your own performance, working towards
delivery of your personal objectives and development plan.

You will adhere to the SMCR Individual Conduct Rules and
comply with the requirements of Paragon's Code of Conduct.

You will be responsible for completing your own Continuous
Professional Development (CPD).

You will demonstrate Paragon's values internally and with the
wider business to ensure these continue to remain core to
everything we do.

You will demonstrate an understanding of, and support,
equality, diversity and inclusion within Paragon.
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THINK
COMMNMERCIAL

You will complete your allocated work within agreed
timescales and budgets.

You will propose pragmatic solutions to reduce risk.

Quality reviews of your audits will demonstrate these have
been completed to a high standard and in accordance with
the Internal Audit Manual.

IHINK
SJUSTAINABILITY

You will undertake one day's voluntary activity annually.

You will build awareness of the environmental and social
issues to help strengthen the Group's ESG ambitions.

You will continue to strive for a paperless working
environment.

You’ll make a real impact by:

Taking personal accountability for maintaining our culture
and exemplifying our values in everything that you do.

Being seen as a trusted advisor whose opinion is valued.

Adding value to Paragon by providing positive assurance
and proposing pragmatic solutions where issues and risks
are identified.

Supporting an environment of self-development, driving
continual improvement.

Embracing change and working effectively through periods
of change in a fast paced environment whilst maintaining
high standards.

Proactively recognising and celebrating success as well as
delivering good and fair outcomes.

Championing a speak up culture that embeds our Think Risk
and Think Customer principles.
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Our values

Our culture is built upon a commitment to do the
right things for customers, our colleagues, our wider
stakeholders, and the world around us. Eight values
underpin our culture and the way we do our business.

Doing the right things means making clear and ethical
decisions, understanding the implications of our
actions, being accountable for them and making a
commitment to speak up and put things right where
we see something that is wrong.

Our code of conduct

@

To work together to
ensure good outcomes
for all our customers

G-
\©
Commitment
To drive the
business forward
with determination

and to do so with
effort and enthusiasm

Professionalism

To maintain the highest
standards and deliver our
products and services
with care and accuracy

L)

Creativity

To identify and
create new business
opportunities and apply
creative and effective
solutions to problems

iyt
(e}
Integrity
To be honest and open
in everything we do

Teamwork

To work in harmony and
collectively towards the
delivery of our overall
objective

Our Code of Conduct is designed to help you navigate through the vast array of decisions that you will need to make to deliver effectively on our purpose.
You can view a copy of our Code of Conduct here. As a regulated firm we are also subject to the below conduct rules:

1 2

You must
act with due
skill, care and
diligence

You must act
with integrity

3

You must be open
and co-operative
with the FCA,
PRA and other
regulators

4

You must pay
dueregard to
the interests of
customers and
treat them fairly

5

You must
observe proper
standards of
market conduct

®

Humour

To ensure we have fun
while achieving
success!

3

Respect

To treat people as
individuals and listen
to their views

6

You must act
to deliver good
outcomes
for retail
customers
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https://theparagongroup.sharepoint.com/:b:/r/sites/TheHub/Shared%20Documents/Code%20of%20conduct.pdf?csf=1&web=1&e=ym4sry

Our Leadership Commitment

We all deserve to have a great manager. Our managers commit to delivering inclusive, inspiring, and impactful leadership. For us, this looks like:

B-0 O 0(
Své, ) &

D

7

T
A-©
Empathy

Adaptability

Having the skills and
willingness to adapt
at pace to changing
circumstances and
environments. Being
comfortable with
ambiguity, maintaining

Having and applying
emotional intelligence
to understand and
engage with others
more effectively. Using
both self-awareness
and the understanding

Creative Thinking

Having the skill to
incorporate creative
and innovative practices
into tasks, activities and
interactions, bringing
new perspectives into
the workplace.

Coaching

How we support
others to explore and
unlock their potential
using coaching tools

and techniques and
building a trusting
coaching relationship.

Teamwork

The coming together of
a diverse group of people
to deliver acommon
objective. Working well
together, but open to
new ideas and challenge.
Creating a safe,

Think! Customer

How we build and
maintain trusted
relationships with
internal and external
customers based ona
deep understanding of
customers’ needs. It's

Decision Making

How we make
effective decisions
on a day-to-day basis,
taking ownership
of decisions and
demonstrating sound
judgement.

about communicating
clearly and working in
partnership.

inclusive environment
to experiment, make
mistakes and improve.

personal resilience
and learning from
experience.

of others to react
positively to different
situations.

If you are a manager of people you will help your people to be their best by:

Career and learning

Reward and Recognition

Sharing our purpose Checking in

Performance enhancement

°  agreeing objectives ° managing as a coach *  providinginthe °  managing as a coach .
°  reviewing them «  providing and seeking moment appreciation *  enabling an employee
regularly feedback (Mo) led approach .
*  enabling continual ° agreeing and setting *  celebrating ° agreeing development
improvement outputs achievements plans
°  supporting employee *  rewarding fairly °  supporting aspirations
well being

Frequent and meaningful conversations

providing timely and
honest feedback
plan for success by
agreeing a clear plan
of action with goals
and required support
identified and
reviewed regularly
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	Job Title: PRINCIPAL IT INTERNAL AUDITOR
	Your Purpose: Support Internal Audit's overall purpose to provide effective assurance to the Board which aligns to Paragon’s purpose and meets regulatory and industry standards
	Who you'll be working with: You will be working with your Manager and other team members to deliver Internal Audit Reviews as part of the Internal Audit Plan.

You will liaise with colleagues within the wider business both on individual Audit Reviews and as part of wider stakeholder engagement, with focus on specific business areas.
	The skills you'll bring: You will be a fully qualified IT Auditor or hold an IT professional qualification with > 3yrs PQE; with a minimum of 5yrs relevant IT Assurance Experience. You can execute a broad range of technical or complex IT and Change audits independently.
You will require a limited level of management support; i.e. you will conduct audits autonomously with light touch management; your Manager will review only testing / findings / reporting, which do not require much change.
You will have the ability to analyse and evaluate data and to identify and assess risks and controls in a constructive and effective manner. You will have the ability to communicate effectively and confidently both in writing and verbally at all levels, challenging management, exercising diplomacy when appropriate. You will be able to demonstrate a pro-active, self-motivated and professional approach with a commitment to learn new, and develop existing skills, and competencies. You will be able to demonstrate the ability to share knowledge and experience.
You will display a good knowledge and understanding of IT landscapes, systems, environments  that may be supplemented through awareness of ISO, ITIL, NIST, COBIT, ITGCs and Change methodologies.
	What you will do day to day: Assist the IA Management team to identify and prioritise significant risk areas in the Group’s activities as part of the preparation for the annual Internal Audit Plan.

Responsible for delivery of own audits within agreed timescales and to required quality standards.

Complete audit reviews in accordance with the requirements set out within the Internal Audit Manual, producing a high quality audit file and reported output.

Communicate clearly and on a timely basis to relevant stakeholders at each stage of the audit process; ensure issues arising are discussed and validated and recommendations are agreed which address the risk and issue on a proportionate basis.

Undertake as requested any hoc reviews / projects, including system / procedural changes.


	Customer: You are seen as a ‘critical friend’, adding value through robust but fair challenge and delivery of high quality outputs.

You will build and maintain relationships with key business stakeholders to create an open and collaborative environment, where risks and issues are proactively identified and swiftly remediated.

You will ensure the fair treatment of customers is at the heart of everything we do both personally and as a Group.

You are seen by your business stakeholders as someone who is pragmatic, listens and works in an agile way to balance the needs of IA and the wider business.
	People: You will monitor your own performance, working towards delivery of your personal objectives and development plan.

You will adhere to the SMCR Individual Conduct Rules and comply with the requirements of Paragon's Code of Conduct.

You will be responsible for completing your own Continuous Professional Development (CPD).

You will demonstrate Paragon's values internally and with the wider business to ensure these continue to remain core to everything we do.

You will demonstrate an understanding of, and support, equality, diversity and inclusion within Paragon.

	Risk: You will conduct audits using a risk based approach and in accordance with the Internal Audit Manual.

You will maintain an awareness of Paragon's business, emerging issues and regulatory / statutory requirements relevant to Internal Audit and the wider business.

You will discuss the findings from your reviews in a balanced manner, identifying solutions which address the issue and risk and promote Paragon's risk culture.
	You will make a real impact by: Taking personal accountability for maintaining our culture and exemplifying our values in everything that you do.

Being seen as a trusted advisor whose opinion is valued.

Adding value to Paragon by providing positive assurance and proposing pragmatic solutions where issues and risks are identified.

Supporting an environment of self-development, driving continual improvement. 

Embracing change and working effectively through periods of change in a fast paced environment whilst maintaining high standards. 

Proactively recognising and celebrating success as well as delivering good and fair outcomes.

Championing a speak up culture that embeds our Think Risk and Think Customer principles.


	Sustainability: You will undertake one day's voluntary activity annually.

You will build awareness of the environmental and social issues to help strengthen the Group's ESG ambitions.

You will continue to strive for a paperless working environment.
	Commercial: You will complete your allocated work within agreed timescales and budgets.

You will propose pragmatic solutions to reduce risk.

Quality reviews of your audits will demonstrate these have been completed to a high standard and in accordance with the Internal Audit Manual.


